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Cybersecurity : how-to protect
your applications, you Cloud
and your databases?
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Oracle Cloud Platform and Software | Complete, Integrated, Open
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Oracle Cloud Infrastructure Global Footprint
April 2022: 37 Regions, 7 planned; 11 Azure Interconnect Regions
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Integrated and Automated Security from Data to Identity
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Compute Networking Monitoring & Internet & Edge
Prevention

Cloud Guard
Security Zones

Global PoPs

DDoS Protection
WAF Protection

Identlty ‘ Encryption at Rest [ Root of Trust i Virtual Cloud Network

Encryption in Motion Off-box Networking Interface Segmentation

« TLS . Harden Disk Images . Private Networks * Vulnerability Scanning
« Identity Federation - DataSafe * Autonomous Linux + FastConnect 'Il_'hrea)t Delgection SD-WAN
. Role-Based Policy . Managed Keys o Certificates _ . Secu_re VPN . Goggmg /Flows
B ] «  Custom Keys + Hardware Security . Bastion overnance
s e «  Managed Vault Modules « P2P,NAT, DRG +  Compliance
« Oracle Vault Cross Gateways

« Instance Principals

. Resource Principals Regional Replication and

Asymmetric Keys
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Oracle Cloud Compliance & Certifications
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Cloud Shared Responsibility Matrix

laa$S Paa$

Service configuration Service configuration

Data Data
Customer

Apps Apps

Cloud Service
Provider

Service configuration
Data - Identity
Apps




Oracle Cloud Security Principles

Simple, Prescriptive and Integrated
« Simple: ‘Always on'’ security posture. Easy
Oracle Security defaults for developing and running apps

Principles
Ease of use

* Prescriptive: Recipes to enforce security

=

Data

posture, automated baseline management

Transparent

 Integrated: Unified Security and Identity

Automated

across laaS, PaaS, and SaaS

« Offer “at cost” to eliminate the cost/security

tradeoff
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Greater responsibility
Self-securing autonomous services

Automatic Automatic Automatic Automatic Automatic
Provisioning Configuration Encryption Online Elastic
at rest and Patching and Scaling
in transit Updating
.. .. L. Eliminates
Eliminates Eliminates Eliminates V Scali
- caling
Human Labor Human Error Downtime Complexity
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Layered Security
Mitigating risks from different attack vectors
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|g ¢ | Identity and Access Management (IAM)
(D Identity Cloud Service (IDCS)

Oracle Cloud Guard

Continuously monitor your cloud environment

Maximum Security Zones
Extremely secure location with default-deny approach

Automatic problem identification
Optional automatic remediation
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Security is always enforced — cannot be disabled
Designed for highly secure workloads




Key to Database Security Controls

Maximum Security Architecture Assess )X Prevent Detect
Data-Driven Security
yData Redaction
a (&) Virtual Private Database
Users @ Label Security
>\<Database Real Application Security
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Oracle Identity & Access Management Suite
Unified Approach to Complete Identity Governance
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!ﬁ Enterprise - Cloud D Mobile

Self Service Compliance |dentity Intelligence

Access Request, Password Access Certification, SOD, Operational Reporting, Access
Management Continuous Compliance Dashboards

Platform & Integration Layer

Common Data Model Role & Policy Library Wogiivlv:tzgfaf;r:me Access Catalog

Identity Connector Framework

Managed Cloud
On-Premise [E oM m— = iy Cloud
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Contact your Oracle representative
and assess your Security today!

Database Assessment IAM Assessment Data Safe

IDENTITY & ACCESS MANAGEMENT
ASSESSMENT AND ROADMAP WORKSHOP
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‘Socurity assessment and roadmap

» Assess your current state
» Develop a mitigation strategy based on findings and company strategy
 |dentify incremental and ongoing steps to reduce risk and improve security
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