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Hackers have an advantage !!

It’s much easier to find a 
open windows than to 
keep all windows closed.

Same is true on security
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Setting The Scene
Basics about Ransomware

Ransomware attack : a kidnap of 
complete environments and data. 

It often includes also:

• Massive Data Breaches –
which is all about stolen data

• Distributed Denial of Service 
(DDoS)  - to overload attacked 
systems getting them to 
collapse the environments
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The Options Victim has:

1. Pay

2. Negotiate

3. Do NOT Pay (our aim)



You don’t even need to be an expert
Ransomware-as-a-Service (RaaS)
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Think you can avoid
Ransomware nightmares with a 

backup?
You are wrong!

Customers basically think about Backup as 
countermeasure for Ransomware.
They also believe that the best protection against these 
sorts of attacks is solid offline backups. 

It was appropriate for 2019 but the way ransomware 
attacks are conducted today has changed

Ransomware are now able to discover your backup 
architecture and attack it, wherever is located.



Lateral Movement: 
Planting malicious  payload in any storage

The infected document opens  a 
communication channel with the hacking 
team which scans for visible storage mount 
points such as:

• Windows network shared folders e.g. D:\
• Any NAS
• Any remote volume

After that, the Ransomware payolad is 
copied on any folder

Windows D:\
Drive 

Using SMB

SMB/NFS

NFS

Storage

Any remote 
storage with 

visible mount 
point
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Remote 
connection to 
backdoor

Hacking Team C2



Lateral Movement: 
Infecting Backup Devices

Hacking team will search for backup visible 
mount points, such as CIFS or even DDBOOST

Tampered StorageBackup 
system

CIFS
and will enter the backup devices using 
backdoors 
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CIFS

Hacking Team C2

Alternatively, will just wait for the tampered 
files to be backed up

Tampered Storage

DDBOOST

Last stage of the attack is the erasure of 
any backup data 



NFS protocol 
mount point

NFS protocol 
mount point

Tampered Storage
Backup 
system

CIFS, NFS

The Hacking team connects to the 
backup server and deletes the backup  
and/or encrypts the catalog

Hacking Team
using

OS credentials

Backup 
Server

Same kind of attack can be done by 
tampering  the Backup Server whether is 
on-prem software or deployed in cloud 
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Tampered Storage

Lateral Movement: 
Infecting Backup Servers
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Recap:

Ransomware is not magic!
In order to do its  job it makes use 

of :
1. Visible mount points and files
2. Visible OS commands
3. Visible OS user credentials

Ransomware won’t easily affect 
what is Invisible



Which Ransowmare operate at Storage level

11 Copyright © 2022, Oracle and/or its affiliates

Ransomware family Excerpts from Attack

- brute-forcing NAS devices that use weak 
passwords for the built-in phpMyAdmin 
service

- encrypt users' files and save a copy of the 
decryption keys on ransomware command 
and control (C&C) server. 

– eCh0raix  is brute-forcing NAS devices
– infect and encrypt documents
– It target both primary file storage and 

backup storage

– Attacks management interface exposed  
on the internet 

– Delete all of the files on NAS devices
– Alternatively, files are hidden 
– a ransom note was left in their place.

SNATCH

Cl0ud SecuritY



EXAMPLES or somethin Which Ransomware operate at Backup level
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Ransomware family Excerpts from Attack

- Gain Admin access to local backup system
- Encrypt and/or delete backups
- When Maze finds backups stored in the cloud, 

they also attempt to obtain the cloud storage 
credentials 

– BitPaymer Source Code is a Fork of 
DoppelPaymer Ransomware and Dridex 2.0

– Encrypt and/or Delete backups

– Ransom amounts vary from 2 Bitcoin to 
100 Bitcoin (almost 1,000,000 USD) 

– Encrypt and/or delete backups

– Ransomware operators published on their 
leak site the Admin user name and password 
for a non-paying victim's  backup software

– was used as a warning to the victim that the 
ransomware operators had full access to 
their network, including the backups

BitPaymer



ZDLRA does not use any visible
mount point and does not work on 
raw files.

Database accesses ZDLRA through an hidden 
channel built on top of a proprietary API and 
managed by an agentless backup module.

Communication between DB and ZDLRA can 
also can be encrypted, preventing any intrusion

Offload to ZFS using OCI Object Storage

Database

Hacking Team

Tampered DB 
host

NFS, SMB RMAN API
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ZFS Storage A
ppliance

OCI Object API

Recovery A
ppliance



RA Admin
Role

Recovery 
Appliance

Database

DBA  PC

Hacking Team

ZDLRA does not use visible Admin 
credentials to get the job done.

If hackers make it to compromise a 
vulnerable PC client and crack DBA 
credentials, this will not harm the 
restore.

DBA has no permissions to delete 
backup volumes from ZDLRA.

ZDLRA Dedicated Admin role is 
stored in a segregated place

Tampered DB 
host

NFS, SMB
SQL*Net
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ZDLRA is resilient to backup server 
tampering

If hackers successfully log into a backup 
server, and bounce into ZDLRA 
compute nodes, an internal firewall 
hides and protects the storage cells
where backup data is stored.

The ZDLRA has his own metadata
which contains catalog

Database

CIFS, NFS, NDMP

Tampered Backup 
Server

DBA (VPC user)

Hacking Team

Tampered DB 
host

NFS, SMB RMAN API
SQL*Net

Recovery 
Appliance
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Backup is invisible now.
Is protecting your most valuable data.

All the security features presented here are 
included in the ZDLRA.
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Backups Are Safer With ZDLRA

9. DB Aware Replication
Recovery

A
ppliance

DB aware replication topologies for extra protection
Backup anywhere capability

Recovery
A
ppliance

8. Immutable External Copies

ZDLRA supports archiving to ZFS and OCI 
object storage and these locations also have 
immutability capabilities, both retention lock 
and legal hold. 

Backup

Retention lock
Legal hold

ZDLRA also supports immutability at 
ZFS/OCI cloud archival destinations 

Recovery
A
ppliance

7. External Copies

Recovery
A
ppliance

Several options to create more copies
Fully automated retention management

RA can create additional 
copies on  external mediums 
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Ransomware Cannot Affect What Is Invisible



Thank You

cristian.termure@oracle.com

Cristian Termure


